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Antivirus Software
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1. Review Alert Report
2. Update Program Anti-Virus, EDR/XER

3. Schedule Update Database Signature

Tsangruraduiunadenldaandnis Antivirus Microsoft Defender #islagiiu Microsoft Windows lngeanuuy

wuieundessruvaindvananu wu dawds tuneunis laudndudeu (APT) uag ransomware 8819ATBUARY

O Virus & threat protection

Protection for your device against threats.

%) Current threats

Cancel

Protection history

Quick scan running...
Estimated time remaining: 00:02:01
22610 files scanned

Feel free to keep working while we scan your device.




Access Control (Public & Private)
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1. Open Port Access Snmeuenuifisndu wu HTTPS (cem)
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1. Enable IDS/IPS
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Server/Application a1elu ’uluslamAea IPsec/SSL
5. finsuudlau Network anelu saiadl Firewall fu szrindsunieluiidndny
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Base / Group Base
7. User Password Policy iwuan1sldanunialia 1wy fvunn1uen?
2619108 elo FONET, Hash MD&, SHA-b&o

8. Time Sync

9. Change Default Accounts

10. Review Privilege Accounts

11. Review Logs Access

12. Feeds I0C (Option)
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Sankumpang Hospital : Network Diagram
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7/10/2023

Mikrotik PORT
ETHICAT Static  202.129.1.154/30
ETH3 CAT FTTX

ETMASSFP12 BridgeMGMT Device  192.168.54.x/24
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Privileged Access Management (PAM)
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Business Continuity Plan (BCP) & Disaster Recovery Plan (DRP)
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Planning)
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5. MsUTulssuazuily (Review & Update)
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OS Patching
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(05) w3e YSudse svuudinisls 1. Firewall patching (Firmware)

iuadle tagtiufy Anuansatunsly 2. Operation patching
NuUIe Usgdvdnwlnadu 3. Application patching
4. Software patching

5. Change Management

Operation patching Windows 11 (f1a) uaziin158wiamn windows agasiiase

Windows Update

m Checking for updates...

More options

‘;] Get the Iatest} updates as soon as they're available ) On Q
Be amon g the first to «;]ET the latest non-security updates, fixes, and improvements as ﬂ'\é"‘, roll out. Learn more

00 Pause updates Pause for 1week v

@ Update history >

& Advanced options

>
& Delivery optimization, optional updates, active hours, other update settings
000 Windows Insider Program
\°Z >

Get preview builds of Windows to share feedback on new features and updates

&) Windows Update is committed to helping reduce carbon emissions. Learn more




Application & Software patching HOSxP

T, Im——

DUACRUHUMNG RN HOS -

Enterprise hospital information system
File Uersion : 3.68.16.3

~, BMS-HOSxP v3
g‘s- 4 yau -
Ay ¥ NUsZUY

PACs

INFINITT

Login

Forgot Password?




Multi-Factor Authentication (2FA)
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113 Login WUy Multi-factor TUds Hypervisor

A15 Login kuu Multi-factor U Operating system
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Web Application Firewall (WAF)
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seuudeatunmslanfinidlaues dwsudusen | fin1sldau Web Application Firewall (WAF) nsgifisl
wardulnsaney dWetestumslaudlugh suuidu Web Application iietlostunistaufiniu
srUUIuLUNAATUTE MBI 1199518 OWASP Top eo Imduettosniusuaziden
1. Review Attack Report

2. Add Source IP Blocklists

Web Application Firewall (WAF) : szuudlasiunislasfinislsuasdmsuiiusandndu
Tnaanziedasiunislauflusessuuneundinduvaamiitesu

52UU Web Application Firewall (WAF) 483 watchguard Tunstlasiunislaug 99nMALWARE
ACTIVITY, PUP ACTIVITY, EXPLOIT ACTIVITY, NETWORK ATTACK ACTIVITY wavdsll CURRENTLY

BLOCKED PROGRAMS #ienaidusunsne uazil Tuuses HOSTING #ldusnis

Vlinbasvumiand o brmg - ulin be 1
it —— b . ;
m SL. e
User id s . . " .
Certificate of Registration
Password
i INFORMATION SECLRITY MANAGEMENT SYSTEM - 1SO/IEC 27001:2013
Log
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o :0C | 3D
H H
H H
Web access iy o bmy | vkt
Indicators of attack [10A) 0
Incidents.
o
0 0
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e = s
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Log Management
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System Logs

Access Logs
Authentication Logs
Authorization Logs

Error Logs

Applications Logs

Log Management : M3daiiudayaasnasnienauiames

a

fi52uUnTI9d8U Log Management : Synology Assistant Ufjufin1suw NAS msiadauLog nssdnld

unn User nelup3ety

System Logs

v BB nssoH-SnobgyNes x4 —_—
< G Amets 192.168.10.19:5000 oA & & @ &
3 L) ®
I tos Conter
=

HIS logs | o= REm ey

select » from ksklog limit 100

Drag a column header here

ksklog_id logtimm

720 8,

me moditytype new_delta |log_id computer_name hos_guid
SIRIOEIEEL] o 572565 104100 | | [Appoiriment __[New _____Jo00001012680608071332870 ___ Jewanl | zea722lopood | ]
) 4109 EDIT 6605 8 2

detail old_delta

8050 1]




Security Information & Event Management (SIEM)
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Security Information & Event Management (SIEM) : szuuiildlunisdanisiu Log way Event ¢4
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Vulnerability Assessment (VA Scan)
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3.1 veufuAadss (Risk Acceptance)
3.2 wanideenudes (Risk Avoidance)

3.3 anAY s (Risk Mitigation)

3.4 ghelounnudes (Risk Transfer)
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